Acme Pay API Reference v2.1

Acme Pay Inc.

12 mapTa 2026

Contents

Acme Pay API Reference v2.1
1. BBEOEHIUE . . . . . . i v i e e e e e e e e e e e e e e e e e e e
2. Authentication . . . . . . . . .
3. CO3OAHME MIIATEIKA . . .+ « v v v v v v e e e e e e e e e e e e e e e e e e e
4. TlomyyeHUE CTATYCA TITATEIKA . . « « + « « v v v e e e e e e e e e e e e e e e e e
5. WebhooKks . . . . . . . . e e e e e
6. Rate limits . . . . . . . . e
7. Chargebacks . . . . . . .. e e e e e
8. PClcompliance . . . . . . . . . . . . e e e e e e e e e e e e e e
9. Migration vl = Vv2 . . . . . e e e e e e e e e e e e e
10. EXrors . . . . . e e e e e e e e e e e

UL B DD WWN R - -

Acme Pay API Reference v2.1

Document version: 2.1.0 Published: 12 maprta 2026 Status: PRODUCTION

1. BBenenue

Acme Pay — nnaTE€xHBIM IpPOBaiiep ¢ momaepxkkoi card payments (Visa, Mastercard, Mir), alter-
native payment methods (SBP, Apple Pay, Google Pay) u subscription billing. API cooTBeTcTByeT
REST best practices, mogmepzkuBaeT webhooks mist async-HoTuUKaIMM.

ITogmepxxkuBaemblie BaaioThl: RUB, USD, EUR, KZT, AED, GBP.
Base URL (production): https://api.acmepay.com/v2/ Base URL (sandbox): https://sandbox.acmepay

['] Important: vl API deprecated ¢ 01.06.2026, sunset 01.09.2026. Bce production-
WHTEerpalluy OOIXKHEI MUTPHPOBAThL Ha V2.

2. Authentication

Acme Pay ucnons3dyet OAuth 2.0 Client Credentials Grant.

2.1 ITonydenue access_token

POST /v2/oauth/token

Content-Type: application/x-www-form-urlencoded

Authorization: Basic {base64(client id:client secret)}

grant type=client credentials&scope=payments.write payments.read webhooks.manage

Response:



"access token": "eyJhbGc...",

"token type": "Bearer",

"expires in": 86400,

"scope": "payments.write payments.read webhooks.manage"

}

Token lifetime: 24 gaca (86400 cekyun). [Tocrne expiry — MOBTOPHEIN 3ampoc access token.

2.2 Acmoi1b30BaHHE TOKEHa

Bce API-3ampochl DOIXKHEI comepzkaTh header:

Authorization: Bearer {access_token}

2.3 Be30macHOCTh KII04YeH

client secret He [ONXKeH XpaHUTHCI B KoOe KIWeHTa. PekoMeHOyeM secret manager
(HashiCorp Vault, AWS Secrets Manager). Porauus knrodeit — pa3 B 90 gHeil.

3. Co3paHue miarexa
3.1 POST /v2/payments

Co3maéT HOBHIM IJIATEXKHEIN 3ampoc. Bo3BpamaeT payment id m URL mnsa pemupekTa KaueHTa
Ha checkout.

Required headers: - Authorization: Bearer {token} - Idempotency-Key: {unique uuid v4}
— oOsi3aTtenbHO. IlapaHTHpyeT safe retry. Opun Idempotency-Key maét ommH mmaTéx —
IMOBTOPHBIE 3AITPOCHI C TEM K€ KIJTIOUOM BO3BPAIal0T UCXOMHBIN Pe3ysibTaT 0e3 co3manus my0Jis.
- Content-Type: application/json

Request body:

{
"amount": 150000,
“currency": "RUB",
"customer_id": "cust abcl23",
"description": "Order #45678",
"return_url": "https://merchant.example.com/payment/return",
"webhook url": "https://merchant.example.com/webhooks/acmepay",
"metadata": {
"order id": "45678",
"purpose": "subscription renewal",
"campaign_id": "summer2026"
}
}

Required fields: - amount (integer, minor units — Kome#ku/ueHTsl) - currency (ISO 4217) - cus-
tomer id (string, Bam BHyTpeHHu# ID knueHTa — o00s3aTeneH HauwmHasg ¢ v2.0) - return url
(HTTPS) - webhook _url (HTTPS, TLS 1.2+, cm. §5)

Optional fields: - description (string, max 256 chars) - metadata (object, go 20 moseit) - meta-
data.purpose (string, HOBoe mojne B V2.1, o KaTeropu3amnuu B reporting: one time, subscrip-
tion renewal, subscription initial, top up, refund proxy)

Response (201 Created):

{
"payment id": "pay xyz789",
“status": "pending",
"checkout url": "https://checkout.acmepay.com/pay xyz789",
"expires at": "2026-03-12T15:30:00Z",



"amount": 150000,
"currency": "RUB"

}

Checkout session lifetime: 30 MmunyT c MOoMeHTa co3manusi. [locye expiry — cTaTycC IIepexonuT
B expired, omaTa HEBO3MOXKHaA.

4. l'[onyqe}me CTaTyCa IyiIaTezxkKa
4.1 GET /v2/payments/{payment_id}

BosBpamiaet TeKyImui cTaTyC maarexa.

Bo3MoxkHEIE CTATyCH: - pending — oXupgaeT OEWCTBUIU KJIHEHTa - processing — obpaboTka
Havanach (CuHXpoHHAas oOpaboTka, cMm. 8§4.2) - succeeded — ycmemrHo 3aBepinéH - failed
— otknoHéH (cMm. failure reason) - expired — ucTék cpok checkout - refunded — Bo3BpaT
MTPOU3BENEH

4.2 CuHXpOHHasi 00pad0TKa miIaTexka

Acme Pay obecrneunBaeT CMHXPOHHYI0O 00pabOTKy IjlaTexka: C MOMEHTA HaXaTus KJINEHTOM
«Pay» po monyueHus cratryca succeeded/failed mpoxonuT mo 5 cekyHpn. Ilo ucredenuu 5 CeKyH[
CTaTyC OCTaE€TCs processing — KIMEHT yKe MOXKeT IOKHHYTb CTpaHUIly, GUHAILHBINA CTaTyC
npunéT yepe3 webhook.

5. Webhooks
5.1 Peructpamusi webhook URL

Webhook URL nepepmaéTcs B KaxkpgoM 3amnpoce POST /v2/payments depes mose webhook url.

TpeooBanusi K webhook URL: - Toeko HTTPS. - TLS 1.2 unu Bhitie. - CepTuduKaT OOIXKEH
ObITH BanupHbIM (He self-signed). - Endpoint monken orBedyaTs 200 OK B TeueHue 10 cekyH[.

5.2 Webhook signature

Acme Pay nomgnucheiBaeT Kaxknawsii webhook payload wepes HMAC-SHA256 ¢ ucnonb30BaHUEM
webhook_secret (Brigaétcst npu co3manuu merchant account B muunoMm KabuHete Acme).

Signature header:

X-Acme-Signature: sha256={hex digest}

Pacuér:

signature = HMAC-SHA256 (webhook secret, raw_request body)

Validation Ha ctopone merchant: o6s3aTenbHa. Acme He HECET OTBETCTBEHHOCTH 3a
o0paboTky nogaenbHEIX webhooks, ecin merchant He Banmugupyert signature.

5.3 Webhook payload

{
"event id": "evt aaalll",
"event type": "payment.succeeded",
"created at": "2026-03-12T15:25:437",
"payment": {
"payment id": "pay xyz789",
"status": "succeeded",

"amount": 150000,



“currency": "RUB",

"customer id": "cust abcl23",
"metadata": {

"order_id": "45678",

"purpose": "subscription renewal"
}

}
}

5.4 Event types

* payment.succeeded

* payment.failed

* payment.refunded

e payment.expired

* chargeback.created (cMm. §7)
* chargeback.resolved

5.5 Retry policy

Ecnu merchant BepHyn He-2XX cTaTyC WIM He OTBeTul B TeueHume 10 cekyHm — Acme
noBTopsieT webhook c exponential backoff. KonudecTBo retries ¥ TOYHBIE HMHTEPBAIIBLI
He crenudUIIMpoBaHEl B 3TOM BEPCUM OOKYMEHTA.

6. Rate limits

Nudopmanus o rate limits pasmeniena B Developer Portal nuunoro kabunerta. [nsa
akTuBauuu Production-gocTymna yTouHs#iTe y Balllero account manager.

7. Chargebacks

ITpu ocmapuBaHuu IIaTeXka KJIneHTOM — Acme HanpaiseT webhook chargeback. created. Mer-
chant 06513aH B TeueHue 7 pabouux OHeM mpenocTaBuTh evidence yepes3 POST /v2/chargebacks/{chargeback
IMpouenypa moapo6HO omucaHa B Operations Manual, KOTOPBIF OTOEJIBHBIN TOKYMEHT.

8. PCI compliance

Acme Pay ceptuduiupoata mo PCI DSS Level 1. Yepes checkout flow Acme — merchant He
nojydaet fgoctyn K raw card data (PAN, CVV) u moatoMy nofamnagaet nom SAQ A (MUHUMaIbHaA
¢opma compliance).

Ecnu merchant unterpupyet Acme uepes server-to-server API ¢ mpsamoit nepenadeii card data
(legacy v1, deprecated) — merchant mognamaet mom SAQ D (nmonmHast popmMa) u 06s13aH IPOXOOUTH
ASV scan exxekBapTaJbHO.

9. Migration vl - v2

OCHOBHEIE U3MEHEeHUSs:

Yto vl v2

Base URL /vl/ /v2/

Auth API Key in header OAuth 2.0 access token
customer id optional required



YTo vl v2

Idempotency-Key optional required

Webhook signature optional (SHA-1) required (HMAC-SHA256)
Currencies RUB only 6 BasoT

metadata.purpose — HOBOE TI0JIE

Sunset v1: 01.09.2026. ITocme aToi maTel vl endpoints Bo3BpamiaioT 410 Gone.

10. Errors

Crarpgaptabie HTTP Kopnwl + 1osne error.code B Tese:

{
"error": {
"code": "invalid currency",
"message": "Currency XYZ is not supported",
"details": {"supported": ["RUB", "USD", "EUR", "KzZT", "AED", "GBP"]}
}
}
OcHOBHEIE KOOBI: - invalid currency, invalid amount, invalid customer _id - idempo-

tency key required, idempotency key conflict-webhook url invalid, webhook url not https
- auth _token_expired, auth token invalid, auth_insufficient scope - rate limit exceeded

End of document.

© 2026 Acme Pay Inc. All rights reserved.
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